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Digital Reputation 
 
Characterizing and parameterizing reputation, reputation risks and the impact of digital 

publicity on client/customer intelligence and the competitive advantage of service 
organizations 

Introduction 
Reputation matters. The loss of a good reputation has for some time been considered one of 
the greatest threats to contemporary organizations (Murray 2003). Recent advances in and 
the proliferation of global media as well as in information and communication technologies 
have yet intensified the dynamics of reputation risk (Scott and Walsham 2005). A decline in 
reputation will result in both internal and external distrust, raising the costs incurred from 
customer appeasement as well as the monitoring and control of organizational members. 
Thus, bad reputation results in decline of organizational efficiency and productivity. This is 
why understanding and measuring reputation risk is essential for value-creation processes in 
organisations, and why taking an active stance in reputation management pays off. Research 
on reputation, trust, and organizational effectiveness suggests that the dynamics of reputation 
amounts to a mechanism that is at least in part reversible; that is, organizations can develop 
proactive communicative practices that grow and accumulate reputational capital, rather than 
only sustain or protect it.  
Understanding reputational capital of organizations, risk associated with reputational capital, 
and improving the methodologies for its analysis arouse both scientific and practical interest. 
Besides this, new openings in this field have implications for the competitive advantage of 
Finnish service organizations as research shows corporations engaging in proactive and real-
time “fast strategy” (Doz and Kosonen 2008, 13) in their reputation management benefit the 
most. Reputational capital is created or destroyed in activities and behaviour that take shape 
in processes of communicative activities. Experiences trigger discourses that are transmitted 
and distribute among stakeholders to create, sustain and destroy networks of trust and distrust 
(Aula and Heinonen 2002).  
Understanding communicative practices that form, reform or deform reputational capital is 
essential for new and renewing value-creation processes in Finnish service oriented 
corporations and organizations. For example, lack of trust and reputation has been argued to 
be one of the most important barriers to people for engaging in e-commerce (Wang and 
Emurian 2004). Good reputations have also been shown to go hand-in-hand with best 
corporate communication practices, enhancing trust in e-commerce (Koehn 2003). We 
recognize the value of these viewpoints and practices, but suggest that a wider, cross-
disciplinary approach would benefit reputation research even more. By combining 
sociological theories to linguistic and psychophysiological information we can create a multi-
faceted view into reputation formation in different contexts and contacts from face-to-face 
service encounters to online interaction. 

DiRe: Aid for measuring digital reputation and detecting reputation 
risk 
Our proposed project DiRe – short for Digital Reputation – is a significant new initiative in 
research on organization and innovation, with direct implications for the cross-disciplinary 
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field of service research.1 In DiRe we combine research and concepts of digital reputation 
formation and communication to both linguistic and psychophysiological research and 
methodologies. Our research approach lies at the interstices of communication, marketing, 
psychology, linguistics and sociology and our aim is to develop new research methodologies 
and practical tools for improving online reputation analysis and strategy. This research 
project represents an answer to a growing need among both business and other 
organizational, innovation and technology practitioners. Reputation is currently considered to 
be the most important, and one of the most vulnerable, asset of modern corporations 
(Milgrom and Roberts). These organisations have, however, lacked the means for effectively 
and comprehensively analysing online discourses impacting on and co-evolving with their 
reputations.  
Certainly, tools exist that can be used for media follow-up and aggregating content from the 
social web such as the BuzzMonitor (The World Bank, Development Seed and World 
Resources Institute 2009) and Reputica (Reputica 2009). Unfortunately, these tools have not 
been sufficiently contextually accurate or semantically sensitive, nor have they carried a 
meaningful data-collection structure as far as the Finnish online sphere and the Finnish or 
Swedish languages are concerned. This is why we need research to combine what we know 
about linguistics, psychophysiology, and organizational communication to develop a 
methodological toolset and applications relevant for the Finnish online sphere. By doing so, 
we hope to help Finnish service organizations improve their understanding and evaluation 
practices related to their online reputational risks and reputational capital. 
Practitioners and researchers in reputation and service management would greatly benefit 
from a methodological tool-set relevant for creating practical applications and methodologies 
that fit the context of service encounters. Ideally, this toolset would take into account the 
operative space of Finnish service corporations and online service providers as well the 
international markets of Finnish service corporations. We need to combine what we know of 
reputation management; communication; linguistics; semantics; emotional, motivational, and 
psychophysiological processes; organisations; and institutions.  
This proposal outlines a research project to develop such a toolset. The project blends ideas 
about reputation from organizational communication, organizational sociology, 
psychophysiology, and innovation. The research setting introduced in this proposal is based 
on the notion that reputational discourses and imageries are produced and reproduced 
through talking and through various kinds of textual and visual representations, which all 
human beings reach as individual physiological and emotional entireties.  

Framework 
Analyzing reputation has been found to be a non-trivial task for research in across fields such 
as economics and business on the one hand (Kreps and Wilson 1982; Milgrom and Roberts 
1992), and organizational communication and ethics on the other (Moldoveanu 2000). In the 
first instance, the economic and financial benefits of a good reputation have been 
strengthened in both historical and recent empirical analyzes, showing that reputation is 
positively related to competitive advantage (North 1990, 21; cf. Fombrun 1996, Fombrun and 
Van Riel 2004, Ainamo 1998, Podolny 1993, Rindova, Petkova and Kotha 2007; Rindova, 
Williamson and Petkova 2005) of an organisation. Caruana, Pitt and Berthon’s (1995) review 
of the business benefits of organizations concludes reputation’s benefits are manifold: 
                                                
1 In this proposal, we outline a research project called DiRE that, in turn, is part of PalKo (Palvelukohtaaminen / 
Service Encounter, see Tekes’s Orchidea portal, where Palko is outlined.) 
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reputation increases sales (see Yoon, Guffey and Kijewski 1993, in particular); reputation 
positively moderates relationships between buyers and salesmen in a buying situation 
(Brown 1995); reputation enhances perceived product quality (Weigelt and Camerer 1998); 
reputation contributes and explains performance differences between firms (Rao 1994); 
reputation attracts investors, lowering the cost of capital and enhancing the competitive 
ability of firms (Fombrun and Shanley 1990); and, reputation enables strong organization 
identification by employees and enhances inter-organizational co-operation (Dutton, 
Dukerich and Harquail 1994; Caruana, Pitt and Berthon 1995). 
In the instance of research on organizational communication, the interpretative view on 
organizational reputation suggests that reputation is not only an intangible asset and thus a 
cognitive formation, but also a narrative and communicative construct; that is, it consists of a 
collection of stories told about an organization (Smythe and Reback 1992, 19). In this light, 
reputation consists of all the stories told about an organization, and it exists among people, in 
communities. Instead of reputation controlled within the organization, it is to a large extent 
distributed across and controlled by the organization's external and internal stakeholders 
(Dutton, Dukerich and Harquail 1994; Weimer 1995). Reputation is constructed and re-
enacted in a variety of discourses, speech-acts and other texts. In this way, the risk is that an 
organization is considered “unethical” all of a sudden because it has failed to monitor media 
and social discourse so as to have meaningful interaction with the co-producers of its 
reputation. 

Towards an interpretative view on service reputation 
While the research in economics, for example, has ex-post modelled reputation (see e.g. 
Kreps and Wilson; Milgrom and Roberts 1992), especially a priori modelling is still in its 
infancy in any discipline. Following the interpretative view, we adopt the sociological and 
cultural stance to reputation risk whereby risk is defined as a “danger that is socially defined 
and (in some cases) socially constructed” (Scott and Walsham 2005). In this view, risks 
“only exist in terms of the (scientific of anti-scientific) knowledge about them. They can thus 
be changed, magnified, dramatized, or minimized within knowledge, and to that extent they 
are particularly open to social definition and construction” (Beck 1992, 23 cited in Scott & 
Walsham 2005; original emphasis). A reputation risk materializes when, for example, the 
negative publicity triggered by certain events, whether accurate or not, compromises the 
organisation’s reputation capital and results in value loss for the organisation or to loss of 
competitive advantage. 
Our theoretical starting point will be that (1) the economics discourse on reputation presented 
in the foregoing research literatures has not been sufficient to model the complex nature of 
the reputation risk and reputational relationships between an organisation and its 
stakeholders, mainly because (2) this economics discourse has failed to capture the core of 
contemporary practitioner interest in reputation management – that is, the dynamics of 
reputation risk and reputation change – while (3) organizational communication theory has 
only recently begun to study the economic, business and financial aspects of reputation in 
detail. To both build on the economics discourse and to overcome the limitations of this 
discourse, as well as to build towards a new programme of service research, we will build on 
the proposition made in Aula and Mantere (2008) that reputation should also be studied as 
interpretations among stakeholders: their stories, anecdotes, and other discursive elements 
regarding the organization. Reputation is not an outcome of communication; that is, of the 
transmission of messages. Rather, reputation is made in processes of communication (Aula 
and Mantere 2008; cf. Kreps and Wilson 1982; Milgrom and Roberts 1992). These processes 
of communication, in our view, can best be detected by studying the structures, participants 
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and objectives of meaning-making as these occur and are socially constructed (Kimbell and 
Ainamo 2009; Normann 2000; Meuter et al. 2000). In addition, reputation of an organization 
exerts an effect on various customer emotions (e.g., trust, distrust, admiration, contempt, 
irritation, anger) and motivations (e.g., approach or withdrawal) that, in turn, influence 
customer behaviour (e.g., buying decisions; see e.g., Shiv and Fedorikhin 1999). Over time, 
there is co-evolution between emotions, beliefs, motivations, and behaviour. 

Groundbreaking research methods 
DiRe launches with a mixed-methods approach to reputation. We aim to use multiple 
methodological tools ranging from discourse analysis, corpus linguistics and ontological 
structurization of reputation and reputation risk to psychophysiological research. Besides the 
interpretative approach, the other key dimensions of DiRe is the psychophysiological (or 
neurophysiological) measurement approach, which has recently provided groundbreaking 
findings in the fields of economics (on “neuroeconomics”, see Kenning and Plassmann 
2005), marketing (on “neuromarketing”, see McClure et al. 2004), and media research 
(Ravaja 2004). These methods include advanced psychophysiological recordings (e.g., 
electroencephalography, EEG; facial electromyography, EMG) to study cognitive, emotional, 
and motivational processes associated with digital reputation, all of which are included as 
analytic tools in this research project. Cognitive, emotional, and motivational processes are 
known to play a major role in people’s face-to-face social encounters. We expect these 
processes to always play an important role in mediating the relationship between 
organizational reputation and service client behaviour, also when an encounter takes place on 
an impersonal basis, such as in the case of social media where virtual touchpoints take over 
from genuine face-to-face contact. In other words, this proposal outlines research on how to 
scale up services so that production and sales volumes and personalization may be increased 
without the tradeoffs that are traditionally associated with these goals. Our research includes 
a “litmus test” comparison of the results of our psychophysiological analysis with findings in 
communication and service research, as well as with outcomes of our discussions with 
communication, PR and risk management professionals. 

Research setting, objectives and methods 
DiRe has both theoretical and practical aims. The project is designed around three broad, 
overlapping objectives. The project combines aggregated sets of various reputation data to 
developing novel analysis and modelling methods for digital reputation in the context of 
online publicity. 

Research objectives 
The project has the following three research objectives: 

O1. To map the characteristics and dynamics of reputation risk in the context of 
digital publicity 
O2. To study the emotional and motivational processes associated with digital 
reputation using advanced psychophysiological (neurophysiological) methods 
O3. To better understand digital publicity and its possible implications to reputation 
risk management by forming a synthesis from results obtained in 1) and 2). 

Research questions and methods for Objective 1 
Our first objective is to map the characteristics and dynamics of reputation and reputation 
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risk in digital publicity. We do this by building on and connecting with existing research on 
reputation risk and organizational communication, management and design studies on one 
hand and by bringing in computational linguistic tools new to the field on the other. We 
explore what reputation risk means from the interpretative point of view on reputation. By 
understanding the interpretative view, we wish to elucidate the threats reputation risk 
presents and the benefits good reputation offers to organizations in the context of the 
Internet. 
The general problem in studies of reputation in the context of the Internet has been that 
“cyberspace” has been assumed to exist apart from organisations’ everyday life, rather than 
as integrated into it in complex and non-trivial ways (Reuber and Fischer 2005). Thus, earlier 
studies have often conceptualized the Internet and social media embedded on the Internet as 
an organizational communication medium. We depart from such a view for several reasons. 
We build on the insight that, rather than an integrated technological and social system, the 
Internet involves complex sets of loosely coupled communities, social spaces and spheres. 
Psycho-social meanings are born and disseminated, as well as reputations formed, deformed, 
and reformed, as a “natural” process of homeostasis, rather than anyone being capable of 
fully determining such meanings before- or after hand (Sundbo and Gallouj 2000). Those 
scholars who have assumed that Internet media are like any other traditional media (similar 
to face-to-face communication, for example) have not in our view taken sufficiently into 
account how the Internet may also be a context and meaning system with one or several 
unique characteristics of its own. As implied by Orlikowski (1992), a new information 
technology can sometimes be discursive space or sphere of its own due to reasons such as 
financial incentives to take part in communication peculiar to this technology. 
We propose a novel concept of ambient publicity in order to capture and understand the 
essential characteristics of the effects of (1) convergence in communication technologies, (2) 
new social media, and (3) the thus altered media landscape. We argue that in the digital age 
ambient publicity forms an encompassing communication and media sphere where it is 
difficult to identify boundaries between different media, content and/or content producing 
stakeholders, which set of facts has significance in terms of the advantage of a reputation for 
being a “good corporation” (Aula and Mantere 2008), reputation risk, and social media “in 
action”. We believe that, despite this enhanced difficulty of boundary identification, firms 
and other organizations manage their reputation in processes that are deliberate, emergent, 
iterative, or characterized by default.  
We seek to answer the following questions: (1) What are the constructs, actors and 
relationships involved in reputation building in the context of digital publicity? (2) How to 
model reputation and reputation risk in the context of digital publicity consistently and 
repeatably? We expect to answer these questions by both qualitative and quantitative means 
and linguistic methods, by developing a framework for analyzing reputational risk using 
domain-specific corpus data and by creating a reputation risk ontology based on that data. 
Thus our methodological approach to charting reputation and reputation risk in digital media 
is to (1) to map reputational risk in digital media by combining data-mining to data 
structurization using corpus-linguistic methods and (2) to develop an ontology of reputation 
based on our findings. 
The research will be carried out by (a) defining relevant Internet content areas to be data-
mined, (b) collecting data from them, (c) structuring the collected data into data-sets and 
defining cases and, finally, by (d) evaluating the results and comparing them with 
organizational research on reputation and reputation risk. After doing this, a domain-specific 
reputation risk ontology can be formed based on a synthesis between the obtained data and 
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previous research into reputation and reputation risk. This objective will produce significant, 
high-class insights into reputation and reputational risk and benefit the field of organizational 
studies across sub-fields such as organisational and service research. 

Research questions and methods for Objective 2 
We will use EEG, facial EMG and EDA measurements to study emotional and motivational 
processes associated with digital reputation among customers and communications and risk 
management professionals. We will examine (1) how different dimensions of digital 
reputation are associated with emotional and motivational processes as indexed by 
psychophysiological measures, (2) how psychophysiological responses are associated with 
self-perceived reputation, and (3) whether good-reputation and bad-reputation organizations 
are differentiated by psychophysiological responses to the organizations (e.g., corporate 
logos). This research will be carried out both in the laboratory and in real-life contexts. 
Answering the aforementioned questions will provide new world-class research results.  
Psychophysiological measures have several advantages over traditional self-report: (1) 
measurements can be performed continuously with high temporal resolution; (2) processes of 
interest can be covertly assessed; and (3) these measures may provide information on 
emotional and motivational responses that are not available to conscious awareness. Various 
psychophysiological measures provide a new advanced method to study emotional and 
motivational processes associated with digital reputation. It is well established, for example, 
that frontal EEG asymmetry is associated with approach/withdrawal motivation (Harmon-
Jones 2003). Likewise, facial EMG and electrodermal activity (EDA) provide detailed 
information on emotional processes (Ravaja 2004).  
Ravaja and his co-workers at the Helsinki School of Economics (HSE) have successfully 
used psychophysiological measures to study media (e.g., online news, digital games), 
financial decision making, and emotional processes during manager/subordinate interactions 
in various national and EU projects (e.g., Ravaja, Kallinen, Saari, & Keltikangas-Järvinen 
2004; Ravaja, Saari, Kallinen, & Laarni 2006; Ravaja in press). 

Research questions and methods for Objective 3 
Our final objective is to form a synthesis of the results obtained in O1 and O2 in order to 
better understand digital publicity and its possible implications to reputation risk 
management. Here, we pay particular attention to commonalties and differences across 
digital reputation, on the one hand, and traditional “analog” or non-digital reputation, on the 
other. We inquire into issues such as how universal are digital reputations and to what extent 
may they involve locally peculiar interpretations. These issues are addressed to increase 
multidisciplinarity, to reflect upon the results of the project, to raise the general applicability 
of the findings of the research project, as well as to chart further development and research 
projects in areas of such as service research and user innovation. 

Expected end products 
When we combine organizational communication, linguistic, and economic-sociological 
concepts with psychophysiological measurement methods, we also widen the cross-
disciplinary character of organizational and innovation studies. Besides providing useful 
information and aiming at the creation of practical tools for end-users, we enlarge the set of 
methodological possibilities that are available to organizational and innovation studies in the 
context of managing organizational reputation, innovation, and sustainable competitive 
advantage.  
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Figure 1 summarizes the expected outcomes of DiRe. The project will produce raw 
reputation data which is then distilled into reputation parameters. During the project, we will 
scout the Finnish online sphere for reputation information and form a map of the relevant 
actors, participants and processes in online reputation risk detection.  
 

 
FIGURE 1 Summary of expected outcomes. 

 

Theoretical and methodological outcomes 

As DiRe is a new, cross-disciplinary opening in the field of organizational and innovation 
studies, we expect ample results both theoretically and methodologically. The project 
produces new knowledge, which both benefits organizational research as a science and 
creates new practices for managing reputational risk. DiRe contributes to the fields of 
organizational research, service research as well as to the hands-on practices of reputation 
risk management. 
When the results of DiRe are synthesized, we expect to discover a new view into digital 
publicity, elaborating on the concept and thus creating new data-based theoretical 
knowledge. This opening will provide new information on online communication practices in 
a standardized, repeatable way. 
It is evident that exploring new methods, such as domain-specific ontologies, corpus data 
analysis and psychophysiological information for conceptualizing and detecting reputation 
and its risks in the context of digital publicity may yield interesting new openings in the field 
of organizational research. These openings may even reach beyond the immediate scope of 
this project, and may potentially later on be translated to improved methods and channels for 
detecting and acting on customer-driven innovation. 
By our mixed-methods approach, we expect to provide groundbreaking results in the 



10 
 

research on digital reputation. While detailed linguistic corpus data analysis and ontology 
development improves and seeks to standardize the processes of metering reputational 
information and reputational risks, the psychophysiological approach is expected to give 
fine-grained information on the relationship of emotional and motivational processes with the 
different dimensions of digital reputation. The approaches complement each other – the 
linguistic information obtained provides a reputational framework and the 
psychophysiological measures provide continuous information (with high temporal 
resolution) on the emotional and motivational processes when customers are processing 
digital content related to an organization, thereby enabling the identification of the critical 
points in the content (e.g., points in video or textual material that affect reputation). Together, 
these can then be combined into an extensive dashboard for measuring digital reputation as 
described below. 

Practical tools 
The project produces a plethora of material and information that may be utilized later on in 
various research settings. Reputation risk ontology developed during the project will model 
reputation formation and the roots of the risks involved in a way that benefits end-users of 
the project's results. 
Additionally, the project works towards developing practical tools for evaluating reputation 
risks, which improve reaction time, will knowledge gaps and take a step towards active 
reputation management. The tools and methodologies developed during the project help end-
users to describe and understand the relevant details of online reputation management and the 
nature of the fluid, discursive realities created by the social web. To summarize, these tools 
may consist of one or more of the following: 

- A concise and practical methodological framework for evaluating reputational risk in 
the context in digital publicity. 

- An ontology of concepts related to reputation risk in the context of digital publicity. 
- A conceptual model for a semantically sensitive dashboard designed for following up 

on discourses connected with the organization, which enables early recognition of 
boons and problems and thus gives more time to react or proactively grasp the 
opportunities related to reputation as they emerge.  

- Based on the psychophysiological approach, an analysis framework will be created 
that can be used to carry out a fine-grained reputation assessment (ultimately an 
application will be created that produces reputation assessments based on 
psychophysiological data; it is not possible to create this application within the 18-
month DiRe project, but it will be created in the next phases of this line of research). 

- A generic framework that fits also the requirements of the digital age: measuring and 
optimizing user response, level of user excitement, and user motivation for co-
creation regardless of whether customer touchpoint is a face-to-face encounter or an 
impersonalized form of communication.  

- Implications for how to design particular touchpoints so as to scale up service and its 
system of co-production and marketing to a new level of efficiency and 
effectiveness.  

DiRe engages several research and development institutions and companies. The project is a 
joint endeavour of University of Helsinki (Department of Communication, project leader), 
Helsinki School of Economics (Center for Knowledge and Innovation Research), and 
University of Turku (Institutions and Social Mechanisms/Department of Sociology). 
The project will work closely with different research institutions. International collaboration 
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will be carried out in order to achieve a lasting integration of currently fragmented research 
in reputation, reputation risk and digital publicity in Europe, to stimulate joint research and to 
disseminate the project’s results among the top reputation research community and more 
practice-oriented stakeholders. 
On a more practical level, the international network will have three main purposes: (1) to 
provide senior support, guidance and advice; (2) to facilitate collaboration in publishing 
results in international arenas; and (3) to provide guidance on best practices in the 
international reputation field.  
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